


Table of Contents

Preface ................................................................................................................ xiv

Acknowledgment ............................................................................................... xvi

Chapter 1
The Role of Artificial Intelligence in Cyber Security ............................................1

Karmel Arockiasamy, Vellore Institute of Technology, Chennai, India

Chapter 2
The AI Application in Cybersecurity ...................................................................25

Kiranbhai Dodiya, Gujarat University, India
Dipak Kumar Mahida, Gujarat University, India
Ankita Patel, Gujarat University, India
Kapil Kumar, Gujarat University, India

Chapter 3
AI Applications in Cybersecurity: Worldwide and Saudi Arabia Focus .............50

Ahmad Fahad Aljuryyed, Robert Morris University, USA
Nawaf Ahmed Almufarriji, University of Jeddah, Saudi Arabia
Sulaiman Sami Refaee, University of Jeddah, Saudi Arabia
Naif Ayub Hussain, University of Jeddah, Saudi Arabia
Rayan Saadullah Aziz, King Abdulaziz University, Saudi Arabia

Chapter 4
Artificial Intelligence for Information Security ...................................................85

Lubana Isaoglu, Istanbul University-Cerrahpaşa, Turkey
Derya Yiltas-Kaplan, Istanbul University-Cerrahpaşa, Turkey



 

Chapter 5
Hardware and Software Cyber Security Tools ...................................................109

Tamalika Das, Pailan College of Management and Technology, India
Nabonita Nath, Pailan College of Management and Technology, India
Kshounish Acharyya, Pailan College of Management and Technology, 

India
Shirsa Chakraborty, Pailan College of Management and Technology, 

India
Parag Chatterjee, Pailan College of Management and Technology, India

Chapter 6
Zero Day Vulnerabilities Assessments, Exploits Detection, and Various 
Design Patterns in Cyber Software ....................................................................132

Vidhanth Maan Thapa, University of Petroleum and Energy Studies, 
India

Sudhanshu Srivastava, University of Petroleum and Energy Studies, 
India

Shelly Garg, University of Petroleum and Energy Studies, India

Chapter 7
Detection of Phishing Websites .........................................................................148

Lakshmipathi Gejjala, Kalasalingam Academy of Research and 
Education, India

Muthukumar Arunachalam, Kalasalingam Academy of Research and 
Education, India

Bala Manikanta Eswar Duggisetty, Kalasalingam Academy of Research 
and Education, India

Jaswanth Kumar Reddy Vardireddy, Kalasalingam Academy of Research 
and Education, India



 

Chapter 8
Real-Time Object Detection in Video for Traffic Monitoring ...........................166

Sai Deepak Alapati, Kalasalingam Academy of Research and Education, 
India

Muthukumar Arunachalam, Kalasalingam Academy of Research and 
Education, India

Chandana Chennamsetty, Kalasalingam Academy of Research and 
Education, India

Pujitha Dantam, Kalasalingam Academy of Research and Education, 
India

Anusha Dabbara, Kalasalingam Academy of Research and Education, 
India

Conclusion ........................................................................................................ 180

Compilation of References .............................................................................. 181

Related References ........................................................................................... 205

About the Contributors ................................................................................... 230

Index .................................................................................................................. 232



Copyright © 2023, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.

Chapter  2

25

DOI: 10.4018/978-1-6684-7110-4.ch002

ABSTRACT
The 21st century is a century of technology. With the increase of new 
technology, life becomes easy, but as no technology is 100% safe and secure, 
every technology has some drawbacks. Information technology and cyber 
security are frequently used interchangeably. Nowadays, national and 
global security is at risk due to the world’s growing reliance on a robust but 
vulnerable internet and the disruptive powers of cyber attackers. Various 
security agencies and cyber security researchers prepare the patch and 
prevention methods for detecting cybercrime, but it’s not the proper solution 
for all types of cybercrime. The existential values of artificial intelligence 
led to a solution to many problems of cyber security. The main objective of 
the use of artificial intelligence in cyber security is to enhance the detection 
of the rate of cybercrime. Another application of artificial intelligence in 
cybersecurity is to improve the resistance and response to cyber-attacks.
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